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1	Overall description
SA3 would like to thank SA2 for the LS on the data and analytics exchange between two NWDAFs in different PLMNs (S2-2207142) and would like to reply to the following questions:

Question 1 to SA3: Does SA3 have feedback to the security aspects outlined in the key issue description? For example, are there any privacy and security protection for data and/or analytics exchange between PLMNs (VPLMN and HPLMN) already defined in SA3 or are there any privacy and security issues foreseen when exchange data and/or analytics between PLMNs?
SA3 has a related key issue which is being studied in TR 33.738 and SA3 will inform SA2 when the conclusions are agreed on.

Question 2 to SA3: Whether it is necessary to verify user consent for UE-specific data and/or analytics by the VPLMN? If so, what scenario required user consent verification? How to verify user consent in roaming scenario in VPLMN?
For collection, use, retention, transfer and disclosure, SA3 need to understand what type of data and analytics is to be exchanged in roaming case, to decide the adequate security mechanism.
For data that requires user consent, SA3 needs to have the following questions answered:
1. Is there any legitimate interest for the data or analytics? Some examples of these are: 
a) service or feature provisioning, performance improvements including network optimization, 
b) performance of subscriber contract (to which the data subject is a party),
c) general network maintenance and optimization,
d) emergency scenarios, 
e) etc.
2. Does the data or analytics contain any Personal Identifiable Information? If yes, would it be possible to de-identify the data and/or analytics?
3. Will the data be disclosed to third parties? 
4. For the purpose of anomaly and fault detection an impact assessment should be carried out to understand the consequences of consent being withheld or withdrawn.
SA3 needs to take the above into account in order to adequately analyse the related key issue currently studied in TR 33.896. In addition, SA3 may need to perform a Privacy Impact Assessments or other privacy related assessments, to assess risks to Data Subjects and identify corrective measures to mitigate such risks.
SA3 will inform SA2 when the conclusions are agreed on.
2	Actions
To SA2:
ACTION: 3GPP SA3 kindly asks SA2 to take the above into account.

3	Dates of next TSG SA WG 3 meetings
SA3#109	14 - 18 November 2022	Toulouse (France)
SA3#110e	16 - 20 January 2023	Online (electronic meeting)


